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Web Application Security - OWASP TOP10 and More




Description

The syllabus has been designed based on the OWASP top10 and more security concepts (Inspired
by ELearnSecurity courses). The course consists of various challenges which make the participant
get involved and realize the vulnerabilities, learn the exploitation and make patches.

OWASP TOP 10
1. Injection (NoSQL, SQL, code and command Injection)
a. SQLinjection
i.  Concept
ii. Code example
iii.  Real world examples
iv.  Discovery and exploitation
v. SQlLmap (tool)
vi. 7 levels Challenges (Hands on lab)
vii.  Bonus (Out of band technique)
b. NoSQL Injection
i.  Concept
ii. Types
iii.  Achallenge (Hands on lab)
c¢. Command injection
i.  Concept
ii. Real world examples
iii.  Commix (tool)
iv. 4 levels challenges (Hands on lab)
v.  Reverse shell
vi.  DNS data exfiltration
d. Code injection
i.  Concept
ii. Real world examples
ii. 3 levels challenges (Hands on lab)
e. Server-Side template injection (SSTI)
i.  Concept
ii. Code examples
iii.  Real world examples
iv.  Tplmap (tool)
v. 3 levels challenge (Hands on lab)
2. Broken Authentication
a. Authentication and authorization



g.
h.

i
J

Various implementation models (cookie, token and etc)
Cookie based authentication
i. Implementation
ii. Weaknesses
Token based authentication
i. Json Web Token
ii. AttackonJWT
Open Authorization
i.  Protocol
ii. Weaknesses
Single Sign On
i. Implementations
ii.  Cross Origin resource Sharing
iii.  JSONP (implementation and attack)
Parked domains authentication
Real world examples
Common vulnerabilities in authentications
A challenge (Hands on lab)

3. Sensitive Data Exposure

a.
b.
c.
d.

Concept

Real world examples

Gobuster, ffuf, wfuzz (tools)

Fuzzing web paths (dirs and execution paths) (Hands on lab)

4. XML External Entities (XXE)

a.
b.
c.

d.
e.

f.

Concepts
Various scenarios
Exploitation

i. Reading file

ii. CDATA method

iii. Base64 method

iv.  DTD files
Combination by SSRF
Out of band technique
2 levels challenge (Hands on lab)

5. Broken Access Control

a.
b.
c.

Concepts
Real world examples
Discovery by BurpSuite



d. Insecure Direct Object Reference (IDOR) scenario (Hands on lab)
6. Security Misconfiguration
a. Concepts
b. Real world examples
c. Default credentials/Stack trace errors scenario (Hands on lab)
7. Cross-Site Scripting
a. Concepts
i.  Critical path rendering
ii. Document object model
iii.  Same origin policy (in action)
iv.  Cross origin resource sharing (in action)
v.  Preflight request
b. Cross site request forgery
i.  Discovery and exploit
ii.  Same site cookies
c. Cross origin resource sharing flaw
i.  Discovery and exploit
d. Cross site scripting
i. Types (HTML and DOM)
ii.  Discovery and exploit
e. Shell upload in WordPress website by XSS (Hands on lab)
f. Cross-Site Resource Sharing (CORS) scenario (Hands on lab)
8. Insecure Deserialization
a. Concepts
b. PHP deserialization
i.  Modifying object attributes
ii.  Magic methods
iii.  Discovery and exploit
c. Nodels object deserialization to RCE
d. PHP object deserialization to RCE (Hands on lab)
9. Using Components with Known Vulnerabilities
10. Insufficient Logging & Monitoring
Extras:
1. Open Redirect
a. Concept
b. 11 levels attack scenario (Hands on lab)
2. Server-Side Request Forgery
a. Concept



Real world examples
Code examples
Detection

Filters to prevent

0 o0 T

Bypasses
i Domain
ii. Redirect method
iii.  Whitelist bypass
iv.  Parse URL flaws
g. 3levels challenges
Business Logic Vulnerability
a. Real world examples
API security
a. Some tricks in security test
b. Fuzzing on the APl endpoint
c. Mass assignment exploitation
d. Different content types
Apple bug bounty lesson learned
A UK company challenge (Hands on lab)



Session 1
® Injection
Session 2
® C(Cross Site Scripting
e Using Components with Known Vulnerabilities
e Security Misconfiguration (CORS)

Session 3

o Broken Authentication
® Sensitive Data Exposure

Session 4

e Open Redirect
e Server Side Request Forgery
e External XML Entity

Session 5

Broken Access Control

API Security

Insecure Deserialization
Business Logic Vulnerability

Insufficient Logging & Monitoring



